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1 Preuzimanje FortiClient ZTNA VPN aplikacije

FortiClient ZTNA VPN je klijentska aplikacija koja omogucava udaljeno spajanje na
korporativnu mrezu radi pristupa internim resursima i aplikacijama koje nisu javno

dostupne.
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FortiClient ZTNA VPN aplikaciju je moguce preuzeti na stranici:

https://dap.al.group/pages/ext/box?t=78cf943620631c8b34100725e79609c884ed69fd6
e816764ff253e286ec3bfc8

Pass: Alpartnerupute2023
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2 Instalacija FortiClient ZTNA VPN aplikacije

Nakon zavrsetka preuzimanja instalacijskog image-a, instalacija aplikacije se automatski

pokrece.

NAPOMENA: Instalacija FortiClient ZTNA VPN aplikacije zahtijeva admin prava na

rac¢unalul

ﬂ FortiClient Setup —
Welcome to the FortiClient Setup Wizard

The Setup Wizard will install FortiClient on your computer. Click Next to continue
or Cancel to exit the Setup Wizard.

h
-0

[ Yes, I have read and accept the | | License Agreement I Next I

Slijedimo vidljive korake na slici. Pritiskom na Next dolazimo do sljedec¢eg koraka u kojem

osim zadanih postavki obavezno odabiremo ZTNA opciju te nastavljamo dalje sa

instalacijom.
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Choose Setup Type

Choose the setup type that best suits your needs

Zero Trust Telemetry
Fabric Telemetry

(] Secure Remote Access

SSL and IPsec VPN
41 vulnerability Scan

Host vulnerability scanning and remediation

[] Advanced Persistent Threat (APT) Components
FortiSandbox detection and doud scan

M zTnA
Zero Trust Network Access

Back ] Next

U slijede¢em koraku napraviti kako je prikazano na slici:

Additional Security Features

Cancel

[ ] AntiVirus

Real-Time and On-Demand AntiVirus scanning

[] web Filtering

Web Filtering

[[] single Sign-On Mobility Agent

Single Sign-On Mobility Agent

[] Anti-Ransomware
Anti-Ransomware

[] Application Firewall
Application Firewall

Back [ Next

Cancel
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U nasem primjeru instalaciju odradujemo na zadano ponudenu lokaciju unutar C diska.

Ukoliko je potrebno program instalirati negdje drugdje, navedite to u ovom koraku.

ﬁ FortiClient Setup - X

Destination Folder

Click Next to install to the default folder or dick Change to choose another.

Install FortiClient to:

C:'\Program Files\Fortinet\FortiClient)

Change...

oo [hem | | e

Odabirom opcije ,Install” pokre¢emo instalaciju programa sa definiranim parametrima.

Ready to install FortiClient

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back Instal Cancel
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Zavrsetak instalacije potvrdujemo odabirom opcije Finish.

Click the Finish button to exit the Setup Wizard.

Back

Completed the FortiClient Setup Wizard

Finish

S

Cancel

FortiClient ZTNA VPN aplikacija je sada instalirana te je automatski odmah pokrenuta i

vidljiva medu pokrenutim programima.

A O tm 7 dx HRV

10:55 AM
4/3/2023
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3 Povezivanje na EMS

Endpoint Management Server, tj. EMS je Fortinetovo unificirano ZTNA rjesenje. ZTNA ili
Zero Trust Network Access je jednoznacni termin koji oznacava skup proizvoda i alata za
kontrolu pristupa mrezi i resursima. EMS kao proizvod omogucéava detaljniji uvid u
klijentska racunala i detaljniju kontrolu pristupa osjetljivim i povjerljivim podacima nekog

poduzeda.

Kako bi mogli pristupati potrebnim resursima za rad prvo se moramo povezati na EMS
server koji odreduje prava pristupa. Kako bi se povezali sa EMS-om pod Zero Trust

Telemetry menijem unosimo invite kod koji je naveden u sklopu ovih uputa.

Unosite Invite kod:

_VjEBcGFydG5lemVicy5ShMS50cjoMDEzOKRIZmF1bHQBNzQyMOES Mzt MTEOQiOORUQ4
LUE1MOUtNZhEMDcwOTBBMTRG

|@ FortiClient - Zero Trust Fabric Agent - X
File Help

@ FortiClient - Disconnected

Zero Trust Fabric Agent

Fortitest
e -3l Register with Zero Trust Fabric

] E s -
. nter Server address or Invitation code:
_\,’g ZERO TRUST TELEMETRY 1

el|_VjEESCGFdeSIcthcyShMSSochM[":onnect| = %
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Prikazuje se prozor za upis domenskih podataka(username/password) dobivenih od

strane AlHrvatska.

® rortiClient - Zero Trust Fabric Agent -

File Help

g FortiClient - Disconnected

Zero Trust Fabric Agent

Fortitest M D iedose vasibly Towe Torsed Colyed
@ Sign in to win.vipnethr - O X =
T Cancel
NN ZERO TRUST TELEMETRY File Help —
Sign in
Username dalovric |
Password | ............ |

Nakon uspje$nog spajanja, odabiremo remote access.

Kako bi mogli pristupati potrebnim resursima za rad moramo se povezati na SAML server
koji odreduje prava pristupa. Kako bi se povezali otvaramo Remote access te odabiremo
SAML login

Partner Network, Upute za agente - Al Clasification: Internal v3.2



Business
Solutions

@ FortiClient - Zero Trust Fabric Agent - X
File Help

Fortitest

L1 REMOTE ACCESS

VPN Name Partneri_SSL-VPN bt

: Save Password : Awuto Connect

“saviiosn |

Koraci prikazani na slici:

1. Odabir Remote access

2. Saml login
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Ujedno nam se otvara pop-up prozor unutar FortiClient prozora u kojem se otvara

Partner Portal login screen

Upisujemo svoje domenske podatke te odabiremo metodu kojom ¢emo potvrditi
dvofaktorsku autentikaciju. Kako bi se mogla odraditi dvofaktorska autentikacija
potrebno je na mobilnom uredaju imati instaliranu i aktiviranu MobilePass+ aplikaciju

@

File Help

UNLICENSED

@ FortiClient (110) - a X

Fortitest A‘

Partner portal

L REMOTE ACCESS Ueerrams

Password license activation.
7 12:00:00 AM

v —

Please chose authentication method:

® Push notification to your smartphone

QTP

.

Upisati svoj domenski username
Upisati svoj domenski passworda
Odabrati push notification to your smartphone

1.
2.
3.
4.

Kliknuti na Logon
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Nakon odabira Logon otvoriti ¢e se prozor sa prikazom da ste uredno spojeni, mozete

smanjiti prozor FortiClient ili ga ugasiti u gornjem desnom kutu na ,X"

@ FortiClient -- Zero Trust Fabric Agent - X
File Help

UNLICENSED
VPN Connected

Fortitest

P

»
Q..‘......... ‘a

VPN Name Partneri_SSL-VPN
IP Address 10.212.134.202
Username dalovric
Duration
Bytes Received
Bytes Sent

L} REMOTE ACCESS
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4 Pristupanje Partner portalu i resursima

Otvaramo Internet preglednik Google Chrome , koji ujedno mora biti postavljen kao
default preglednik unutar operativhog sustava te pristupamo sljedecoj poveznici za
Partner Portal okolinu:

https://rdweb.wvd.microsoft.com/arm/webclient/index.html

NAPOMENA: Ukoliko kod otvaranja poveznice ili u bilo kojem koraku dobijemo nize
prikazano upozorenje potrebno je FortiClient ZTNA VPN aplikaciju ru¢no propustiti kroz
vatrozid operativnog sustava. Navedeno se moze odraditi klikom na Allow access opciju u
prikazanom prozoru ili ru¢no kroz dodatno podeSavanje vatrozida OS-a. Ujedno, sve
navedene radnje zahtijevaju admin prava.

& Windows Security Alert X

Windows Defender Firewall has blocked some features of this

app

Windows Defender Firewall has blocked some features of FortiClient Console on all public and

private networks.
@ Name:
Publisher Fortinet Inc.
Path: C:\program files\fortinet\fortidient\fortidient.exe

This app has already been blocked or unblocked for a different network type.
Allow FortiClient Console to communicate on these networks:
[ Private networks, such as my home or work network

Public vorks, such as those in airports and cafés (not recommended

ks often have littie or no security). The firewall is already configured

What are the risks of allowing an app through a firewall?

& Allow access Cancel
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Otvaranje navedene poveznice ¢e napraviti redirekciju na login portal.

BT Microsoft

Sign in

ime.prezime@al.hr

Can't access your account?

Login parametar u ovom koraku obavezno mora biti u formatu ime.prezime@al.hr !

Napomena: ovo nije e-mail adresa ve¢ zaseban korisni¢ki ra¢un za prijavu na Partner
Portal okolinu.

Primjer:
Ivan Ivanci¢ radi u partneru Logista
Ispravni unos samo u ovom koraku bi bio ivan.ivancic@al.hr
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Ponovno ¢e sustav napraviti redirekciju na Partner portal okolinu

Telekom
Austria
Group

Sign in

o mme prezime@al hr

U ovom koraku je korisnic¢ko ime ve¢ upisano iz prethodnog koraka te je potrebno samo
upisati ponovno lozinku domenskog Al rac¢una.
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Nakon uspje$nog logina dobivamo pristup Partner portalu preko kojega dalje pristupamo

resursima za rad. Na sljedecoj slici je primjer dostupnih resursa (aplikacija).

~  A1HR - Partner Restricted Workspace

@ © e © e e @€

B2B za Change CRVM HAKOM HW Budget Partnareb Siebel
provjer... Password kampanje

Zeljenu aplikaciju pokrenuti klikom mi$a nakon ¢ega se prikaZe sudelje za odabir
funkcionalnosti (Clipboard, Printer, File Transfer)koje su unaprijed oznacene, a zatim
potvrditi sa opcijom ,Allow”

Access local resources

Allow the remote computer to access the following resources on my computer:

Clipboard Printer
File transfer

D Don't ask me again for connections to this computer
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Za potvrdu pristupa upisati lozinku A1l domenskog rac¢una i potvrditi sa ,Submit”
opcijom (korisnicki ra¢un je automatski prepoznat):

Enter your credentials

Username

ddrvenkar_intune@al.hr

Password

EEEEEEEEE RN SO

Prezentira se odabrana aplikacija:

Remote Desktop Web Client * -+
p

&« c @ client.wvd.microsoft.com

X All Resources q

@ Siebel Communications for Wi... EN Engish (Unted States) -

- Siebel Communicatio

Al

Sifra

[ Remember my User ID

Siebel Communications for Wireless

Accessibility

» HTMLS5 Browser Compatibility @
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Odabirom ,All Resources” (oznadeno crvenom bojom) opcije prikazuju se dostupne
aplikacije, dok su na alatnoj traci prikazane aplikacije koje su

prethodno pokrenute:

I All Resources q q

Al HR - Partner Restricted Workspace

e e e e e e @

BIEza Change CRVM HAKDH HW Budget Farinerieb Siebel
prEAjer. Fassward kampange

4.1 Odjava sa Partner portala

Po zavrsSetku rada na Partner portalu potrebno je odjaviti se sa Partner portala. Odjava
se vrsi preko ,Sign Out” opcije dostupne u gornjem desnom uglu klikom na ikonu koja

sadrzi inicijale korisnika:

NewClient @D » & ?

Domagoj Drvenkar

domagoj.drvenkar@al.hr

My Account

Potvrditi odjavu klikom na korisnicki racun i nakon toga zatvoriti Internet preglednik:

Partner Network, Upute za agente - Al Clasification: Internal v3.2
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a8 Microsoft

Pick an account

Which account do yvou want to sign out of?

Domagoj Drvenkar

domagoj.drvenkar@al.hr
Connected to Windows
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4.2 Odjava sa FortiClinet VPN aplikacije:

Nakon zavrsetka smjene potrebno je odraditi odjavu sa FortiClient VPN-a

Odjavu radimo u dva koraka na Remote Access kao prvi korak i Zero Trust Telemetry kao

drugi korak

@ FortiClient -- Zero Trust Fabric Agent - po8
File Help

VPN Connected

S, dalovric

Jm—

VPN Name Partneri_SSL-VPN
IP Address 10.212.133.2
Username dalovric
Duration 00:01:55
Bytes Received 0.72 KB
Bytes Sent 14.76 KB

o I==m

L& REMOTE ACCESS o

Odabrati ,Remote Access”
Odabrati Disconnect
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@ FortiClient -- Zero Trust Fabric Agent

FortiClient - Connected
Zero Trust Fabric Agent

S dalovric
=1 Centrally Managed by EMS
; Status: @ Connected =

NX ZERO TRUST TELEMETRY (i) )

File Help

Odabrati ,Zero Trust Telemetry”

Odabrati Disconnect
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5 QOstali resursi

Nakon uspje$nog spajanja na FortiClient/VPN, pristup ostalim resursima rijesen je putem

sljede¢ih linkova koje je potrebno otvoriti kao novi TAB u Internet pregledniku:

Baza znanja

e https://knowledge-base.al.hr
B2B kalkulator

e https://b2bcalc.al hr
PBI Izvjestaji
e https://pbi.al.hr/reports/browse/Partner%20reports

e https://pbi.al.hr/reports/powerbi/Partner%20reports/Al%20partner%20dashboa
rd

NAPOMENA: Preporuceno je napraviti bookmark(favorite) navedenih linkova u Internet
preglednikul

Primjer:

Baza znanja otvorena u novom TABu/kartici.

® Remote Desktop Web Client X A' A1l Croatia - Knowledge Base X +

< C Y #& clientwvd.microsoft.com/arm/webclient/index.html

~ Account Home: Krasojka Kesi¢

@ Korisnik - pocetna

B Korisnici Nedavno pogledani zapisi

Korisnik - pocetna

SFE - Korisnik -
pocetna

Lista korisnika

Administracija
korisnika

Registar 'Ne zowi
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